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Introduction

The i-on40, i-on50EX and i-on160EX control units
have an Ethernet connector on their main printed
circuit boards that you can use to connect a PC or
laptop directly to the control unit.

When the PC or laptop is connected to the control
unit, they communicate with each other using
TCP/IP, the same protocol that is used on the
Internet.

The control unit contains a web browser interface.
Once connected you can use a web browser on
the PC or laptop to see pages provided by the
web browser interface, and use those pages to
configure the control unit.

To set up the connection you must:

1. Give the control unit a fixed IP (internet
protocol) address.

2. Onthe PC or laptop, change the settings for
your local network connection to provide a
fixed IP address.

3. Adjust your browser so that it does not
attempt to use a proxy server.

The rest of this guide shows you how to carry out
those three steps.

Please Note:

The web browser interface on the control unit is
intended for local programming only using a direct
cable connection from PC to control unit. The
control unit is not designed to be left permanently
connected to a computer network.

A new feature of control unit software version 4.04
and higher is a virtual keypad intended for access
by users who want to employ tablets or smart
phones to control their alarm system. The new
virtual keypad (called fVirtual Keypad Instantoor
fVKPI9 is provided by the web browser interface.
To provide full time access for users the control
unit can be connected to a Wi-Fi access point.
The access point must be properly secured so
that only the intended users and devices can
employ it.

Eat onds Sec udoestngtsupporsthen e s s

connection of any device other than a Windows

PC or | aptop directly to the control unitbés Ethernet
connector. Because of the large variety of routers

or Wi-Fi access points available, if you wish to

connect the control unit to such a device you

should consult a suitably experienced network

engineer

Note: These instructions are for Windows
7/XP/Vista. If you are using another operating
system please consult the appropriate manual.
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Setting up the Control
Unit

1. Make sure the system is unset and showing the
standby screen (time and date):
i - oln6 OE X

16:1920/11/ 2013
Note: The top line of the display will show the
type of control unit, unless an installer has keyed
in some other text to Installer Menu- System
Options 7 Keypad Text.

2. Key in the Installer access code. When
delivered from the factory the default Installer
access c od éordrasle 2sysi@ms) o
and A5678900 for Grad
You may also have to key in a valid User
Code (factor yGrade2 arul t
f1234560) Grade 3

When you key in the last digit of the access
code the display shows:

Il nstaller Me n u
Detectors/ Devi ces
3. Press N repeatedly to display
fiCommunicationsoon the bottom line, and
then press B.

4. PressNrepeatedly to dis
(Own) 0 on the botBt om

The display shows:
PANEL ETHERNET

Web Ser vre >

5. Press B again.
The display shows:

WEB SERVER
St atus

6 Press B again.

The display shows the current status of the
web browser interface: Enabled or Disabled.

7 Press N until the bottom line shows the word
fEnableddand then press B.

The display shows:

WEB SERVER
St atus >

8. Press N until the bottom line shows the word
ifiPort Number ¢ Band t he

The display shows:

PORT NUMBER
80

9. If you are happy using this port number press
B and go to step 11. Otherwise, key in the
port number you want the control unit to use.

Note: You may need to change the port number if
the control unit is connected to the Internet
through a router that is using port forwarding.

10. Press B.
The display shows:
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WEB SERVER
Port Number

11. Press A.
The display shows:

PANEL ETHERNET
Web Server

12 Press N twice so that the bottom line shows
fiP Addressothen press B.

The display shows the default IP address:

PANELI P ADDRESS
192.168.0.100

13 If you are happy using this IP address press
B and go to step 15. Otherwise, key in the IP
Address you want the control unit to have.
(Press the * key for the dots between the
numbers.) For example:

PANELI P ADDRESS
192.168.0. 1
14. Press B.

The display shows:

PANEL ETHERNET
I P Address >

15 Press N once so that the bottom line shows
ASubnet MaskB. then pr

The display shows the default subnet mask:

PANEL SUBNET MASK
255.255.255. 0
16 If you are happy using this subnet mask press
B and go to step 18. Otherwise key in the
subnet mask (Press the * key for the dots
between the numbers), for example:
PANEL SUBNET MASK
255.255.255. 0
17 PressB.

The display shows:

I P NETWORK ( OWN)
Subnet Mask

18 Press A repeatedly until the display shows
AlLeave mosde&bl er

19 Press B.
The control unit leaves Installer mode and
saves all the changes you have made. The
display shows the time and date again:

i - 0In60E X
16:19 20/11/2013

Granting Access From the
User Menu

In release 4 software for the i-on control units, the
Master User must enable remote access for the
web browser interface. To do this:

1. Make sure the control unit is not in Installer
Menu.
i-onl60EX
16:19 20/11/2013
2. Press:=.

Enter Access Code:

( )
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3. Keyin a Master User access code (default
1234 for Grade 2, 123456 for Grade3).

The display shows:

ME NU
Omit Zones

4. Press N until the display shows:
ME N U
System Config
5. PressB.

The display shows:

SYSTEM CONFI G
Facilities On/ Of f

6. PressB.
The display shows:
FACILITIES ON/ OFF
Chi me C
7. Press N until the display shows.

FACILITIES ON/ OFF
Remote Access Of
8. Press. until the display shows:
FACILITIES ON/ OFF
Remot e Access (
9. PressB.

The keypad gives a confirmation tone and the
display shows:

SYSTEM CONFI G

Facilities On/ Of f
10. Press A until you have left the User Menu.
i-onl60EX

16:19 20/11/2013
Note that access will remain open until a Master
User removes it, or until an Installer defaults the
control unit back its factory settings.
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Changing the PC Network ) (B > convotpane »

Connection

Adjust your computer's settings

To change the network connection settings on
your PC or laptop you must be logged in with an ‘?“.
account that has administrator privileges.

Many TCP/IP networks use DHCP (Dynamic Host

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Control Protocol) to assign an IP address to each “ [\J:“ :g”;,ﬁ?gtﬂ?tjmf:k

PC every time the PCs start up. The control unit “&2”,  Choose homegroup and sharing options

does not provide DHCP, and so you must give ./ Hardware and Sound

your PC or laptop a fixed IP address that it can S| View devices and printers

use while connected to the control unit. The fada device

address on the laptop or PC must be different 3. The Network and Sharing Center menu

from the one you gave the control unit on page 2. appears. Left click on fAMar

. - connectionso.
There are two ways of doing this: Either a) You

it uses all the time (until you change it again). OR o ek B

b) You can give your PC or laptop an alternate IP Control Panel Home T ———
address that it uses when it cannot get an IP _ £ -
address from a DHCP server g A A
. Change adapter setling: - MVMD-TESTING-PC Multip.l:\.et

The rest of this section shows how to set up your f;;:g:advanced sharing (This computer)
PC for three different versions of Windows: Vs your SctveE ey
Windows 7, Windows XP and Vista. -

. 4. The Network Connection menu appears. Right
Wind / i A

INAOWS click on fiLocal Area Conne:c

on fiPropertieso.

!g!@ » Control Panel » Network and Internet » Network Connections »

Setting a Fixed IP Address
1. Left click on the Start button. When the Start

M enu a p p ears I e f t c l I C k ¢ Organize v Disable this network device Diagnose this connection Rename this
= Computer
=| i-onBus Analyzer _w. Local Area Connection ‘ ‘i Wireless Network Connection
"= _ Unidentified network =P , ion test room
Control Panel G Broadcom 440x 10/, ® Disable RO/Wireless 3945ABG N...
?_“_5 Cooper Downloader Status
Devices an| Change setting Diagnose

i)
Downloader

#  Bridge Connections
Default Programs :

Create Shortcut

Help and Support Delete
‘?:i‘ Rename

‘ﬁi‘ Properties -

o

__J) i-on Update Utility

m WordPad 4

@2 | SG-Systems Console

29 |

Sappma Tl 5. Windows 7 displays the Local Area
f! Getting Started , Connection Properties dialog box. Left click on
EN fint ernet Protocol Version 4
! Cinnbiticabisiedion thenleftcic k on APropertieso.

Sticky Notes

All Programs

[Shitdown ||

2.l n the Control Panel menu | eft click on AVi ew
net work status and taskso.
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Bl tocal Area Connecton Prapertel ) alternate IP address for you laptop, which it will
use if it cannot get an IP address for itself using

Networking | Sharing DHCP.

Connect using: To set up an alternate IP address:
Q‘ Broadcom 440x 10/100 Integrated Controller

1. Go to the Windows Start button, find Control

Panel and then open the Internet Protocol

This connection uses the following items: Version 4 dialog box as described in steps 1

ve.
2% Client for Microsoft Networks to 6.ab0 € ~
¥ /= QoS Packet Scheduler 2. Click on the AAlternate Con

gﬁle and Printer Sharing for Microsoft Networks @ 2 h
Int t Protocol Version 4 (TCP/IPv4) P rti

= Intemet Protocol Version 6 (TCP/IPv6) nternet Protocol Version 4 (TCP/IPv4) Properties Llﬁ

B Intemet Protocol Version 4 (TCP/IPv4) General | Alternate Configuration

4. Link-Layer Topology Discovery Mapper /O Driter

v ink- 1 You can get IP,

«&. Link-Layer Topology Discovery Responder this capabiity.

for the appropri.

assigned automatically if your network supports
wise, you need to ask your network administrator
P settings.

Install. Uninstall | (7) Obtain an dress automatically

Description | @) Use the following IP address:

Transmission Control Protocol/Intemet Protocol.
wide area network protocol that provides communic
across diverse interconnected networks.

| IP address:

Subnet mask:

Default gateway:

(7) Obtain DNS server address automatically

(@ Use the following DNS server addresses:

6. Windows7di spl ays the fAlnter Preferred DNS server:
Version 4 Propert i eso di ¢ Alternate DNS server:
on AiUse the following IP
in the IP address (different to the control [ validate settings upon exit
panel) and subnet mask (the same as the
control panel). e | |
g 7 B
Internet Protocol Version 4 (TCP/IPv4) Properties M
General | Alternate Configuration | 3. LeftclickoniUse the following |P
Y t IP sett igned automatically if twork ts button.
0u can ge setungs assigned automaucally IT your network suppor .
this capability. Qherwise,you need to ask your network administrator Enter the IP address (dlfferent to the control
for:the/appropriate I setiings. panel) and subnet mask (the same as the
] (7) Obtain an IP address automatically Control_panel). . . . .
»wsemfo"owinglpaddress_ Untick fAValidate settings i
| 1P address: N . . Vlnternet Protocol Version 4 (TCP/IPv4) Properties M
Subnet mask: General | Alternate Configuration
Default gatewiay: If this computer is used on more than one network, enter the alternate IP
settings below.
(7) Obtain DNS server address automati
(@ Use the following DNS server addresses: | © Automatic private IP gddress
Preferred DNS server: 5 . " | . Seex comfiaieed
i DNG Save : IP address: 192.168. 0 . 2
1 Subnet mask: 255.255.255. 0
[ validate settings upon exit Default gateway:
[ oK ] [ I ] Preferred DNS server:
Alternate DNS server:
7. F'i nally, ¢ I' ick AOKO. Al sc¢ b WIS e
dialog boxes that remain open. - e
Using the Alternate Connection T T umnexit-
If you have your laptop normally connected to a
local area networ!< (for example in your office) bl_Jt [ ox ) [ cancs )
occasionally use it for programming a control unit,

then you may not wish to change the IP settings . || | K P N |
every time you want to connect the laptop to the 4. F.' na y, c¢ctt1¢c AOKo. Also ¢
control unit. Windows allows you to store an dialog boxes that remain open.
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Windows XP

Setting a Fixed IP Address

1. Go to the Windows Start button, find Control
Panel and then open the Network
Connections window.

E Control Panel
Eile Edit View

S BEX
Favorites Tools t = &F

PInternet Options
|£]Java

@ Keyboard

M Mail

JMouse

= NVIDIA nView De
= Phone and Mode.

% Power Options
@ QuickTime

SAP Configuration

) ) JIJ /:\‘ Search
Agdr955|[} Control Panel 3 | ol
Name Comments L

B Microsoft Mail Post... Administers a Micros...

& Network Connections

... Co wyour

.. Configure your telep...

€ Portable Media De... View the portable m... —

“aPrinters and Faxes  Shows installed print...

® Regional and Lang... Customize settings f...

Configure your Inter...
Java(TM) Control P...
Customize your key...
Microsoft Office Outl...

Cus

Configure energy-sa...
Configures QuickTim...

SAP Visual Desian 5... ¥

I-on Range web server

3. Highlight the Internet Protocol (TCP/IP) entry
and click on Properties.

L Local Area Connection Properties PIX

General | Advanced |

Connect using:
| E® Intel(R) PRO/1000 MT Network Con ‘

This connection uses the following tems:

g(ﬁliem for Microsoft Networks

.@ File and Prirter Sharing for Microsoft Metworks
QGGS Packet Scheduler

Intemet Protocal (TCP/IF)

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networlc protocol that provides communication
across diverse interconnected networks.

Show ican in notification area when connected
Notify me when this connection has limited or no connectivity

[ ok || cance |

42 obj

4 My Computer

2. Right click on the Local Area Connection icon
and select Properties.

* Network Connections \ZHE\E\
Eile Edit View Favorites Tools Advanced Help "
€] © & pSearch [ Foders |23 (37 X 1) [F+
Address |(§ Network Connections 4 ‘ Go

Name

[5iNew Connection Wizard |

<

Type Status

LAN or High-Speed Internet,
<L Local Area Connection « LAN or High-Speed Internet Connected
Wizard

Wizard

>

2 objects

Page 6

4, Make sure the radio button
I P addresso is checked.

Internet Protocol (TCP/IP) Properties ?IX

General |

You can get IP settings assigned automatically if your network supports
this capability. Ctherwise, you need to ask your network administrator for
the appropriate IP settings.

() Obtain an IP address aut

® wing |P addregs®
IP ad 192 . 168. 0 . 2

Subnet mask: |55 . 255 . 285 . 0
T p— ]

(®) Use the following DNS server addresses:

e e —

Altemate DNS server:

[ ok ][ Cancel |

5. a)Key an IP address (different from the e one
you gave the control unit). See the Note
below.

c) Key in a subnet mask (for example
255.255.255.0).

6. Click OK, twice
7. Close the Network Connections window.

Note: Make sure the IP address of the PC is

within the same subnet as the IP address of the
control unit. With the subnet mask shown above
(255.255.2555.0), the first three groups of the IP
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address in the PC should be the same as the first 3. Make sure the rreodfiguwedbout t on
three groups of the IP address in the control unit. is checked.
The last group can be any number (except the - =3
one usedgby trr)1e control u¥1it).For ex(amplg, if the Iptemet Protocol (TCP/F) Properties dld
control unit IP address is 192.168.0.100, then Genersl | Atsmats Corfiguration |
192168050 is a gOOd address for the PC’ but I this computer is used on mone than one networl, enter the altemate IP
19.168.1.50 is not. settings below.
Using the Alternate Connection O address

@ s ured
If you have your laptop normally connected to a
local area network (for example in your office) but s 192168 0 . 2
occasionally use it for programming a control unit, Subret mask:
then you may not wish to change the IP settings Defaul gateway:
every time you want to connect the laptop to the
control unit. Windows allows you to store an Prefemed DNS server:

use if it cannot get an IP address for itself using
DHCP. Prefemed WINS server:

[ . ]
L - - ]
alternate IP address for you laptop, which it will Atemate DNS server: ]
[ - ]
L - ]

To set up an alternate IP address: Atemiate WINS server:

1. Go to the Windows Start button, find Control
Panel and then open the Internet protocol

dialog box as described in steps 1 to 3 above. ok [ Coned |
2. Click the Alternate Configuration tab.
Internet Protocol (TCP/IP) Properties RPIX 4. a) Key an IP address (different from the e one
E— you gave the control unit).
General | Atemate Cortigurstion b) Key in a subnet mask (for example
You can get [P s ssigned automatically if your network supports 2552552550)
hi bility. d ke rc admini f .
{hSSSSEAEE S et et 5. Click OK, followed by Close.
— — 6. Close the Network Connections window.
() Obtain an IF s automatically;
() Use the following IP address: Wi n d OWS VI STA

]
] 1. Left click on the Start button. When the Start
Menu appears left click on i @ntrol Panelo .

]

() Obtain DNS server address automatically

P—
oz

Downloader

LI

Recent ltems

Computer
(%) Usg the following DNS server addresses:

N

]
=34y i-on Update Utility ek

y .;] Notepad

Connect To
“ CS Flashloader v4.01 Control Panel »
> , Customize t
-<\’ Windows Update Default Progra[f e
I QK ] [ Cancel ]

:))%,‘;‘ Backup Status and Configuration Help and Support
g b4

» Al Programs

2. In the Control Panel menu left click on iView
network status and taskso .
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» Control Panel »

« Control Panel Home .

System and Maintenance
Get started with Windows

Back up your computer

Classic View

Security

Check for updates

Check this computer's security status

@ Allow 2 program through Windows Firewall

Network and Internet

Connect to the Internet
View network status and tasks
Set up file sharing

3. The Network and Sharing Center menu
appears. Left click on iManage network
connectionso .

X » Control Panel » Network andInternet » Network and Sharing Center

Teds Network and Sharing Center

.V 5'

MVMD-TESTING-PC Unidentified network
(This computer)

View computers and devices
Connect to a network

Manage wireless networks

Set up a connection or network
Manage network connections
Diagnose and repair

K¢ Unidentified network (Public network)

Access Limited Connectivity

Connection Local Area Connection

4. The Network Connection menu appears. Right
click on i &cal Area Connectiondand left click on
i Ppertieso .

£/ » Control Panel » N k and Internet »

B Organize v 5= Views ~  Disable this network device |y Diagnoset

Name Status Device Name Connectivity Network Categon
LAN or High-Speed Internet (2)
:h Local Area Connection .- Wireless Network Connection
= _ Unidentif Disable connected
:ﬁg Broadcor (R) PRO/Wireless 3945A...
Status
Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

Properties -

5.Vistamaydi spl ay t heindowss s age
needs your permission to continueo . lick@n
fi Gntinueo .

Vista displays the Local Area Connection

Properties dialog box. Left click on finternet

Protocol Version4o t o hi g hthemlgftht i t
click on A Ppertieso .

Page 8
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" Local Area Connection Properties

w

Networking | Sharing

Connect using:
l.:? Broadcom 440x 10/100 Integrated Controller

This connection uses the following items:

% Client for Microsoft Networks

o= Q05 Packet Scheduler

o=} File and Printer Sharing for Microsoft Networks

-4 Intemet Protocol Version 6 (TCP/IPv6)

B ntemet Protocal Version 4 (TCP/IPv4) |

«&. Link-Layer Topology Discovery Mapper 1/0 DWver
4. Link-Layer Topology Discovery Responder

Install.... Uninstall
Description

Transmission Control Protocol/Intemet Protocol. THE
wide area network protocol that provides communica
across diverse interconnected networks.

6.Vistadi spl ays the Al nternet
Properti es ¢ Ldftciickomd Begtheb o x .
following IP addressobutton. Key in the IP

address (different to the control panel) and subnet

mask (the same as the control panel).

(PR

Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
» @ Use the following IP address:

IP address:

Subnet mask:

Default gateway:

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
‘
i
o J[ concel ]
7.Finally <cliclcikc i OKO Kialdgb 3 oa ny

boxes that remain open.
and
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Adjusting the Browser

The control unit web browser interface is
optimised for Internet Explorer 8 and higher,
Firefox and Safari. You can use other browsers
(for example Chrome) but some functions or links
may not work as expected. Please note that
Internet Explorer, Firefox and Safari are currently
the only browsers that let you backup from- and
restore profiles to a control unit.

Internet Explorer

If you are having problems connecting to the
control unit, then the following may help:

Check Proxy Server Settings

1. Open IE8 and select Tools - Internet Options
from the menu bar.

@ nitp 11192 168 0.100/Iogin cgi - Windews Internet Explorer provided by EBS Desktop Services
Go- ke

I
-

2 1m0 R ol

Culssnlitnl |
viesntiss |

s | @b,

log in

(Cortans tock commerd i Rios -

2. Click on the Connections tab.

Internet Options

Gereral | security | Privacy | Content | Connections | Programs | Advanced

Home page

/‘ To create home

& |

s, bype each address on its own line.

Browsing history

1A Delete temporary files, history, cookies, saved passwords,
) and web Form information,

[#]Delete browsing hiskory on exit!

Delete. .. ‘ ’ Settings ]
Search
;_’_"‘ Change search defaults. Settings
2
Tabs
Change how webpages are displaved in Settings
tabs,
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

lj Some sethings are managed by your system administrator,

I OK l [ Cancel ]

3. Click on LAN Settings.

General | Security | Privacy | Content | Connections | pragrams | Advanced

Internet Options

To set up an Internet connection, click
Setup,

Dial-up and Virtual Private Network settings

Choose Settings if vou need to configure a proxy
server for a connection,

Local Area Metwork (LAN) settings

LaN settings

LAN Settings do not apply to dial
Chonse Settings abave For dial-

’ (04 ][Cancel]
4, Check that the fAUse proxy
is clear and the AAut omat

check box has a tick in it.

Local Area Network (LAN) Settings

Aukarmatic configuration

Automatic configuration may override manual settings. To ensure the
use of mapual settings, dissble automatic configuration,

|:| Use automatic configuration scripk

Proxy server

| 1] For wour LAM (These setkings will not apply ko
di ections),

Ok ] [ Cancel

5. Click OK twice.

For Firefox Users:
Check Proxy Server Settings

Go to Tools - Options and select Advanced.
Chose the Network tab.

Click on Settings in the Connection field.
Sel ect ANo Proxyo.
Click OK twice.

Javascript

To work with the web browser interface javascript
must be enabled within Firefox. If you are using
Noscript or similar add-ons then make sure that

a bk wDnpRE

Page 9
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the URL of the control unit is Anall owedo, or added
to the whitelist.

Cookies

With the release of control unit software versions
3.00.xx and higher the control unit web browser
interface places cookies in the web browser
during each session. The web browser interface
uses these cookies to control the login state of a
session. If your browser does not accept cookies
then you will not be able to login to the control

u n i web lwowser interface.

Page 10
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Using the Web Browser
Interface

Please note the following security precautions
when using the web browser interface:

While you are programming a control unit do not
leave your PC or laptop unattended when it is
running and connected to the control unit.

When you have finished programming a control
unit always ensure that you have logged out.
Avoid simply closing your browser, because the
control unit will still be open and waiting for input
from you. Once you have closed your browser the
web browser interface will log you out if it does not
receive any more requests for more than three
minutes.

Connecting to the Control
Unit

1. Type the IP number of the panel into the
address bar. Press Return.
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2. After a short wait the control unit web browser
will show you a log in page.
Not Using Port 807 IE8

If you changed the port number that the control
unit employs (see page 2) then in IE8 you must
type Error! Hyperlink reference not valid. at the
beginning of the URL, followed by the IP humber,
then followed by a colon and the port number.

For example, if you changed the port number
used by the control unit to 90 (and it is using the
default IP number), then you must type in:

http://192.168.0.100:90.

Not Using Port 80 - Firefox

Simply type a colon and the port number at the
end of the IP address. For example (if the control
unit uses the default IP address) type into the
address bar:

192.168.0.100:90
Loqgging In as Installer

3. Typeyourinstalername (def aul t
not e t he)ictateiupper fieldfando
yourpassword
A5678900 f)mtpthedowardiedd. 3
(Make sure you get any capital letters and
spaces in the right place.) Press Return.
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4. The control unit will display its welcome
screen.

The icons in the left hand column show options for

programming the system,seefil nst al | er

and AHar dwhlovwe Thy middie part of
the screen shows a summary of the system state,
The right hand part of the screen shows the 10
most recent entries in the log.

Note: If you leave the screen idle without making
changes then the control unit will log you out after
a few minutes. The next time you go to edit the
screen you will see the login screen again.
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