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Introduction 

The i-on40, i-on50EX and i-on160EX control units 
have an Ethernet connector on their main printed 
circuit boards that you can use to connect a PC or 
laptop directly to the control unit.  

When the PC or laptop is connected to the control 
unit, they communicate with each other using 
TCP/IP, the same protocol that is used on the 
Internet. 

The control unit contains a web browser interface. 
Once connected you can use a web browser on 
the PC or laptop to see pages provided by the 
web browser interface, and use those pages to 
configure the control unit. 

To set up the connection you must: 

1. Give the control unit a fixed IP (internet 
protocol) address. 

2. On the PC or laptop, change the settings for 
your local network connection to provide a 
fixed IP address. 

3. Adjust your browser so that it does not 
attempt to use a proxy server. 

The rest of this guide shows you how to carry out 
those three steps. 

Please Note: 

The web browser interface on the control unit is 
intended for local programming only using a direct 
cable connection from PC to control unit. The 
control unit is not designed to be left permanently 
connected to a computer network. 

A new feature of control unit software version 4.04 
and higher is a virtual keypad intended for access 
by users who want to employ tablets or smart 
phones to control their alarm system. The new 
virtual keypad (called ñVirtual Keypad Instantò or 
ñVKPIò) is provided by the web browser interface. 
To provide full time access for users the control 
unit can be connected to a Wi-Fi access point. 
The access point must be properly secured so 
that only the intended users and devices can 
employ it. 

Eatonôs Security Business does not support the 
connection of any device other than a Windows 
PC or laptop directly to the control unitôs Ethernet 
connector. Because of the large variety of routers 
or Wi-Fi access points available, if you wish to 
connect the control unit to such a device you 
should consult a suitably experienced network 
engineer 

Note: These instructions are for Windows 
7/XP/Vista. If you are using another operating 
system please consult the appropriate manual. 
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Setting up the Control 
Unit 

1. Make sure the system is unset and showing the 
standby screen (time and date): 

      i-on160EX 

  16:19 20/11/2013 

Note: The top line of the display will show the 
type of control unit, unless an installer has keyed 
in some other text to Installer Menu- System 
Options ï Keypad Text. 

2. Key in the Installer access code. When 
delivered from the factory the default Installer 
access code is ñ7890ò for Grade 2 systems, 
and ñ567890ò for Grade 3 systems. 
You may also have to key in a valid User 
Code (factory default ñ1234ò Grade 2, or 
ñ123456ò Grade 3). 

When you key in the last digit of the access 
code the display shows:  

Installer Menu 

 Detectors/Devices > 

3. Press N repeatedly to display 
ñCommunicationsò on the bottom line, and 

then press B. 

4. Press N repeatedly to display ñIP Network 

(Own)ò on the bottom line and press B. 

The display shows: 

PANEL ETHERNET 

 Web Server        > 

5. Press B again. 

The display shows: 

WEB SERVER 

 Status            > 

6 Press B again. 

The display shows the current status of the 
web browser interface: Enabled or Disabled. 

7 Press N until the bottom line shows the word 

ñEnabledò and then press B. 

The display shows: 

WEB SERVER 

 Status            > 

8. Press N until the bottom line shows the word 

ñPort Numberò and then press B. 

The display shows: 

PORT NUMBER 

80 

9. If you are happy using this port number press 

B and go to step 11. Otherwise, key in the 
port number you want the control unit to use.  

Note: You may need to change the port number if 
the control unit is connected to the Internet 
through a router that is using port forwarding. 

10. Press B. 

The display shows: 

WEB SERVER 

 Port Number       > 

11. Press A. 

The display shows: 

PANEL ETHERNET 

 Web Server        > 

12 Press N twice so that the bottom line shows 

ñIP Addressò then press B. 

The display shows the default IP address: 

PANEL IP ADDRESS 

192.168.0.100 

13 If you are happy using this IP address press 

B and go to step 15. Otherwise, key in the IP 
Address you want the control unit to have. 
(Press the * key for the dots between the 
numbers.) For example: 

PANEL IP ADDRESS 

192.168.0.1 

14. Press B. 

The display shows: 

PANEL ETHERNET 

 IP Address        > 

15 Press N once so that the bottom line shows 

ñSubnet Maskò then press B. 

The display shows the default subnet mask: 

PANEL SUBNET MASK 

255.255.255.0 

16 If you are happy using this subnet mask press 

B and go to step 18. Otherwise key in the 
subnet mask (Press the * key for the dots 
between the numbers), for example: 

PANEL SUBNET MASK 

255.255.255.0 

17 Press B. 

The display shows: 

IP NETWORK (OWN) 

 Subnet Mask 

18 Press A repeatedly until the display shows 
ñLeave installer mode?ò. 

19 Press B. 

The control unit leaves Installer mode and 
saves all the changes you have made. The 
display shows the time and date again: 

      i-on160EX 

  16:19 20/11/2013 

Granting Access From the 
User Menu 

In release 4 software for the i-on control units, the 
Master User must enable remote access for the 
web browser interface. To do this: 

1. Make sure the control unit is not in Installer 
Menu. 

      i-on160EX 

  16:19 20/11/2013 

2. Press . 

Enter Access Code: 

      (    ) 
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3. Key in a Master User access code (default 
1234 for Grade 2, 123456 for Grade3). 

The display shows: 

MENU 

 Omit Zones 

4. Press N until the display shows: 

MENU  

 System Config 

5. Press B. 

The display shows: 

SYSTEM CONFIG 

 Facilities On/Off > 

6. Press B. 

The display shows: 

FACILITIES ON/OFF 

 Chime            On 

7. Press N until the display shows. 

FACILITIES ON/OFF 

 Remote Access   Off 

8. Press . until the display shows: 

FACILITIES ON/OFF 

 Remote Access    On 

9. Press B. 

The keypad gives a confirmation tone and the 
display shows: 

SYSTEM CONFIG 

 Facilities On/Off > 

10. Press A until you have left the User Menu. 

i-on160EX 

  16:19 20/11/2013 

Note that access will remain open until a Master 
User removes it, or until an Installer defaults the 
control unit back its factory settings. 
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Changing the PC Network 
Connection 

To change the network connection settings on 
your PC or laptop you must be logged in with an 
account that has administrator privileges. 

Many TCP/IP networks use DHCP (Dynamic Host 
Control Protocol) to assign an IP address to each 
PC every time the PCs start up. The control unit 
does not provide DHCP, and so you must give 
your PC or laptop a fixed IP address that it can 
use while connected to the control unit. The 
address on the laptop or PC must be different 
from the one you gave the control unit on page 2. 

There are two ways of doing this: Either a) You 
can give your PC or laptop a fixed IP address that 
it uses all the time (until you change it again). OR 
b) You can give your PC or laptop an alternate IP 
address that it uses when it cannot get an IP 
address from a DHCP server. 

The rest of this section shows how to set  up your 
PC for three different versions of Windows: 
Windows 7, Windows XP and Vista. 

Windows 7 

Setting a Fixed IP Address 

1. Left click on the Start button. When the Start 
Menu appears left click on ñControl Panelò. 

 

2. In the Control Panel menu left click on ñView 
network status and tasksò. 

 

3. The Network and Sharing Center menu 
appears. Left click on ñManage network 
connectionsò. 

 

4. The Network Connection menu appears. Right 
click on ñLocal Area Connectionò and left click 
on ñPropertiesò. 

 

5. Windows 7 displays the Local Area 
Connection Properties dialog box. Left click on 
ñInternet Protocol Version 4ò to highlight it and 
then left click on ñPropertiesò. 
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6. Windows 7 displays the ñInternet Protocol 
Version 4 Propertiesò dialogue box. Left click 
on ñUse the following IP addressò button. Key 
in the IP address (different to the control 
panel) and subnet mask (the same as the 
control panel). 

 

7. Finally, click ñOKò. Also click ñOKò on any 
dialog boxes that remain open. 

Using the Alternate Connection 

If you have your laptop normally connected to a 
local area network (for example in your office) but 
occasionally use it for programming a control unit, 
then you may not wish to change the IP settings 
every time you want to connect the laptop to the 
control unit. Windows allows you to store an 

alternate IP address for you laptop, which it will 
use if it cannot get an IP address for itself using 
DHCP. 

To set up an alternate IP address: 

1. Go to the Windows Start button, find Control 
Panel and then open the Internet Protocol 
Version 4 dialog box as described in steps 1 
to 6 above. 

2. Click on the ñAlternate Configurationò tab. 

 

3. Left click on ñUse the following IP addressò 
button.  
Enter the IP address (different to the control 
panel) and subnet mask (the same as the 
control panel).  
Untick ñValidate settings if changed upon exitò. 

 

4. Finally, click ñOKò. Also click ñOKò on any 
dialog boxes that remain open. 
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Windows XP 

Setting a Fixed IP Address 

1. Go to the Windows Start button, find Control 
Panel and then open the Network 
Connections window.  

 

2. Right click on the Local Area Connection icon 
and select Properties. 

 

3. Highlight the Internet Protocol (TCP/IP) entry 
and click on Properties. 

 

4. Make sure the radio button ñUse the following 
IP addressò is checked. 

 

5. a) Key an IP address (different from the e one 
you gave the control unit). See the Note 
below. 
c) Key in a subnet mask (for example 
255.255.255.0). 

6. Click OK, twice 

7. Close the Network Connections window. 

Note: Make sure the IP address of the PC is 
within the same subnet as the IP address of the 
control unit. With the subnet mask shown above 
(255.255.2555.0), the first three groups of the IP 
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address in the PC should be the same as the first 
three groups of the IP address in the control unit. 
The last group can be any number (except the 
one used by the control unit).For example, if the 
control unit IP address is 192.168.0.100, then 
192.168.0.50 is a good address for the PC, but 
19.168.1.50 is not. 

Using the Alternate Connection 

If you have your laptop normally connected to a 
local area network (for example in your office) but 
occasionally use it for programming a control unit, 
then you may not wish to change the IP settings 
every time you want to connect the laptop to the 
control unit. Windows allows you to store an 
alternate IP address for you laptop, which it will 
use if it cannot get an IP address for itself using 
DHCP. 

To set up an alternate IP address: 

1. Go to the Windows Start button, find Control 
Panel and then open the Internet protocol 
dialog box as described in steps 1 to 3 above.  

2. Click the Alternate Configuration tab. 

 

3. Make sure the radio button ñUser configuredò 
is checked. 

 

4. a) Key an IP address (different from the e one 
you gave the control unit). 
b) Key in a subnet mask (for example 
255.255.255.0). 

5. Click OK, followed by Close. 

6. Close the Network Connections window. 

Windows VISTA 

1. Left click on the Start button. When the Start 
Menu appears left click on ñControl Panelò. 

 

2. In the Control Panel menu left click on ñView 
network status and tasksò. 
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3. The Network and Sharing Center menu 
appears. Left click on ñManage network 
connectionsò. 

 

4. The Network Connection menu appears. Right 
click on ñLocal Area Connectionò and left click on 
ñPropertiesò. 

 

5. Vista may display the message ñWindows 
needs your permission to continueò. Click on 
ñContinueò. 

Vista displays the Local Area Connection 
Properties dialog box. Left click on ñInternet 
Protocol Version 4ò to highlight it and then left 
click on ñPropertiesò. 

 

6. Vista displays the ñInternet Protocol Version 4 
Propertiesò dialogue box. Left click on ñUse the 
following IP addressò button. Key in the IP 
address (different to the control panel) and subnet 
mask (the same as the control panel). 

 

7. Finally click ñOKò. Also click ñOKò on any dialog 
boxes that remain open. 
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Adjusting the Browser 

The control unit web browser interface is 
optimised for Internet Explorer 8 and higher, 
Firefox and Safari. You can use other browsers 
(for example Chrome) but some functions or links 
may not work as expected. Please note that 
Internet Explorer, Firefox and Safari are currently 
the only browsers that let you backup from- and 
restore profiles to a control unit. 

Internet Explorer 

If you are having problems connecting to the 
control unit, then the following may help: 

Check Proxy Server Settings 

1. Open IE8 and select Tools - Internet Options 
from the menu bar. 

 

2. Click on the Connections tab. 

 

3. Click on LAN Settings. 

 

4. Check that the ñUse proxy server..ò check box 
is clear and the ñAutomatically detect settingsò 
check box has a tick in it. 

 

5. Click OK twice. 

For Firefox Users: 

Check Proxy Server Settings 

1. Go to Tools - Options and select Advanced. 

2. Chose the Network tab. 

3. Click on Settings in the Connection field. 

4. Select ñNo Proxyò. 

5. Click OK twice. 

Javascript 

To work with the web browser interface javascript 
must be enabled within Firefox. If you are using 
Noscript or similar add-ons then make sure that 



i-on Range web server 

Page 10 

the URL of the control unit is ñallowedò, or added 
to the whitelist. 

Cookies 

With the release of control unit software versions 
3.00.xx and higher the control unit web browser 
interface places cookies in the web browser 
during each session. The web browser interface 
uses these cookies to control the login state of a 
session. If your browser does not accept cookies 
then you will not be able to login to the control 
unitôs web browser interface. 
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Using the Web Browser 
Interface 

Please note the following security precautions 
when using the web browser interface: 

While you are programming a control unit do not 
leave your PC or laptop unattended when it is 
running and connected to the control unit. 

When you have finished programming a control 
unit always ensure that you have logged out. 
Avoid simply closing your browser, because the 
control unit will still be open and waiting for input 
from you. Once you have closed your browser the 
web browser interface will log you out if it does not 
receive any more requests for more than three 
minutes. 

Connecting to the Control 
Unit 

1. Type the IP number of the panel into the 
address bar. Press Return. 

 

2. After a short wait the control unit web browser 
will show you a log in page.  

Not Using Port 80 ï IE8 

If you changed the port number that the control 
unit employs (see page 2) then in IE8 you must 
type Error! Hyperlink reference not valid. at the 
beginning of the URL, followed by the IP number, 
then followed by a colon and the port number. 

For example, if you changed the port number 
used by the control unit to 90 (and it is using the 
default IP number), then you must type in: 

http://192.168.0.100:90. 

Not Using Port 80 - Firefox 

Simply type a colon and the port number at the 
end of the IP address. For example (if the control 
unit uses the default IP address) type into the 
address bar: 

192.168.0.100:90 

Logging In as Installer 

3. Type your Installer name (default ñInstallerò ï 
note the capital ñIò) into the upper field and 
your password (default ñ7890ò for Grade 2 or 
ñ567890ò for Grade 3) into the lower field. 
(Make sure you get any capital letters and 
spaces in the right place.) Press Return. 

 

4. The control unit will display its welcome 
screen. 

 

The icons in the left hand column show options for 
programming the system, see ñInstaller Menuò 
and ñHardware Viewò below. The middle part of 
the screen shows a summary of the system state, 
The right hand part of the screen shows the 10 
most recent entries in the log.  

Note: If you leave the screen idle without making 
changes then the control unit will log you out after 
a few minutes. The next time you go to edit the 
screen you will see the login screen again. 

http://192.168.0.100:90/















